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How a HIIH Surface turns interaction

into intelligence.

A HIIH Surface is a managed environment built to be engaged by real adversaries, separate from
your production assets. OHIIHO operates it around your mission; your team receives Findings

with their evidence.
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Engagement Adversaries reach credible targets
prepared for the mission: Contact Points for service-
level interaction, Live Hosts for deeper observation
on real operating systems.

Observation and analysis \What adversaries bring
and do is recorded as evidence. Selected activity is
analyzed and qualified into Findings; not every
observation becomes a Finding.

through the API and authorized MCP paths.

Engagement Gateway OHIIHO’s engagement layer.
It governs how each hostile interaction is engaged
across the Surface, and what is recorded.

Controlled operation Outbound activity is governed
by the operating policy and deployment controls.
OHIIHO deploys and operates the platform: hours,
not months, no agents in your production.

Authorized retrieval Your analysts inspect results in the Surface Console. Your tools retrieve available results

Functional view, not a network topology. The detailed architecture and the integration worksheet are provided in the

technical edition of this brief, on request.

LEARN MORE ohiiho.com/hiih/surface/anatomy-and-assets/
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Choose the retrieval path your
workflow needs.

HIIH uses pull-based delivery. The same Finding identity is preserved across Console, API, and
MCP representations; available fields and supporting detail depend on the path and permissions.

PATH INTENDED USE WHAT YOU GET

Surface Console Inspect Findings and available context. Users, related observations, artifacts,
and available replays.

API Retrieve available results Authenticated access, documented
programmatically. fields, and your destination.

MCP Query selected Findings and context Permissions, accessible context, and
through authorized tooling. tool behavior.

STIX 2.1 over TAXII 21  Retrieve structured objects through the Available by mission; object content
CTI path. and destination support.

Today. The Access Finding family is live and inspectable in the Surface Console; other families and
evidence depths are being populated.

WHAT YOUR DEPLOYMENT INCLUDES

WHAT YOU GET DOCUMENTED IN YOUR DEPLOYMENT

Mission Question, receiving team, and intended use.

Exposure Your profiles and access paths; placement and change handling.

Operations OHIIHO, customer, and partner roles; contacts and change handling.

Data and delivery Hosting, retention, authorized users, export conditions, and integration owner.

Start with one result and one destination; your partner or integrator connects the rest. A supported format
does not, by itself, establish a tested production connector.

LEARN MORE ohiiho.com/hiih/delivery/ - ohiiho.com/hiih/findings/research-and-limits/
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Request the technical edition —
SCAN TO CONTACT OHIIHO
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