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Understand what happens after access.

POST-ACCESS INTELLIGENCE | OBSERVED ON A HIIH LIVE HOST

H ’ o ( 3
On a HIIH Live Host, an actor’s commands, files, tools, and search T N
sequence can reveal what it considers valuable. OHIIHO operates the ( Session established J
controlled target separately from your production assets. 1
Resource searches
files - tools - order of actions
. J
®m Reconstruct the activity. Examine the available session record and p \
the order Of actions YOUR ANALYTICAL WORKFLOW
4 )
. . . . . Assess
m Assess the likely objective. Compare the observations with the | the likely objective ]
explanations the evidence supports. 1,
4 \
®m Develop a hunt. Identify behaviors and artifacts to check in your own Investigate
your own telemetry
telemetry. o J )

A CASE WORTH FOLLOWING

An SSH botnet logged in, searched for resources, and disconnected without dropping a payload during the
observed wave. The search sequence supported an assessment of host-value triage. The next page examines what

the searches revealed and what they did not establish.
OHIIHO Research, June 12, 2026. Read the host-triage study. Explore a post-access mission —>
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Assess the objective from the
search sequence.

ONE OBSERVED WAVE | THE SAME SEARCH SEQUENCE, REPEATED FROM

MANY SOURCES RESEARCH CASE OHIIHO Research
The observed SSH activity searched for MikroTik router indicators, OBSERVED Repeated post-access searches for the same
Telegram session data, and GSM/SMS-related resources, then categories of resources.

disengaged. No payload was dropped during this wave. ASSESSED Behavior consistent with evaluating a host’s

value before deciding how to use it.

( A
MikroTik router? —» proxy / redirector . .
| ) SN DEFENSIVE USE Hunt for the combination of searches and
examine access to the relevant resources.
COMPROMISED HOST ( )
N ; Telegram session data? ——» session theft
graded, then monetize o o .
> g For your mission, name the behavior you want to understand. OHIIHO
deploys the Live Hosts and delivers the session and artifact material
[ SIM box / SMS? ]—> telephony fraud youranalysts éxamine.

T T T I R e p OHIIHO Research, June 12, 2026. Wave observed June 11. Subsequent monetization or

study. fraud was not demonstrated in this wave. Read the evidence and analysis.

Discuss a post-access mission =
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